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ITIO/IMTUKA 3AJIMYHUTE JTAHHN

»bieker3“ EOO/I (“bsiekeTr3”) 3amuTaBa IIOBEPUTETHOCTTA HA JIMYHUTE JAaHHU, KOUTO
00paboTBa ¢ HaW-BHUCOKA CTelleH HA TIpUKa B CHOTBETCTBHE C HAW-BHUCOKUTE
HaruoHaauu, EC 1 MexayHapoaHU CTaHJapTH.

ITpu Bamrero oburyBaHe ¢ Hac, Bue Moxe f1a criofenuTe JudHa HHGOPMAIUA, KOATO
Jla HU TOMOTHe Jia BU uaeHTUdHUUHpaMe (Hamp. uMe, UMeWI, aapec, TejedoHeH
HoMmep). ToBa ce Hapuya ,JTUUHU JAaHHU.

Hacrosiimara mosiMTHKa IOCTaBsS OCHOBHUTE MPUHIIMIINM HA 3allliTa Ha JIMYHUTE
JaHHM, KakTo U HoBUs GDPR Standard, xoiiTo Hajiara JIopu MmO-BHCOKO HHUBO Ha
3aluTa OT cTpaHa Ha biekers.

Tazu IlosuThka MOXKe Jla IPETHPIHN BCSIKAaKbB BUJI MMPOMEHH, KOUTO bBiieker3 Ou
IIpeIIIpUesIo.

CBBbP2KETE CE C HAC

Bekers yieficTBa KaTo  AIMUHUCTPATOD HA JIMYHU JaHHU, KOUTO 00pab0TBa B PAMKHUTE
Ha Hacrogmara ITosimTuka 3a JIMYHY JaHHU.

B ciryuaii Ha BBIIpOCH OTHOCHO Hacrosmara [losmtrka, MoJsis cBbpakeTe ce ¢ biekers
10 UMei1 Ha support@blacatzacademy.com .

JInuHMu jaHHU
Bieker3 6u morJyio 7a 06paboTBa HAKOU OT CJI€HUTE TUIIOBE JIMYHU JIAHHU:

e oOyuaBarmiure ce B biekers;

e OHJIAWH PErHCTPUPAHU MOTPeOUTENN HA IUTaTGOpMUTE Ha BiiekeTs;

e JIMYHUTE JAHHU Ha KaJ0O0IOJAaTeTUTE, Ha JIMIA, KOUTO Ca BJIE3JIM B MHCMeEHA
KOpeCIIOH/IeHITUsA ¢ biyiekeT3 WM ca MpPeloCTaBUIN JOKYMEHTH, ChIbPrKallln
TEXHUTE W/WIN 9yKIU JIUYHU JaHHU, U Ha JIPYTH JIUIA, KOUTO Ca C€ CBHP3AJIH C
BiiexeT3 B KauecTBOTO M Ha aJIMUHUCTPATOP Ha IaHHMU;

e pyra mHpopManusa, chOpaHa Ha XapTUEH HOCUTE WJIN B €JIEKTPOHEH BUJ 34
IIOCETUTEJU B caiiTa Ha byiekeTs;

NHPOPMAILINA, KOATO CbBUPAME IIPU BAIIIETO
INIOCEIIIEHUE HA UTHTEPHET CTPAHUIIUTE HA BJIEKET3

N3non3Bame OMCKBUTKY U APYTU IIPOCJIEASBAIIN TEXHOJIOTUH, KOUTO CHOUPAT
orpezieJieHU BUI0Be MH(OpMAIUsA, KOTaTo IMOCellaBaTe HAIIUTE UHTEPHET
crpaHunu. MoJis, 0ObpHETE Ce KbM HalllaTa IIOJIUTHKA 33 OMCKBUTKU 34
nHPOpMaIKsa OTHOCHO TE3UW TEXHOJIOTUHU U BamuTe mpasa B Ta3u Bpb3Ka.

ITPABHO OCHOBAHHNE 3A OBPABOTBAHE HA BAIIIUNUTE
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JAHHN

C'bI_I_IeCTBYBaT Haﬁ-paSHH‘IHH IIpaBHU OCHOBaAHUA, KOUTO HU IIO3BOJIABAT A4
06pa60TBaMe BalmuTe JIM4YHYU JaHHU, BaKOHOC’bO6paSHO U B CHHXPOH C
H3HCKBAHUATA HA PETJIaMEHTA 3a 3allliTa Ha INYHUTE JaHHH. ToBa mo2ke J1a ce
CJIy4H I10 CJIEAHUTE HAYUHU:

e JleruTuMeH MHTEpeC

Biekers moxke ga obOpaborBa Barmure AaHHH, KOraTO TOBa € HEOOXOJHMMO 3a
U3IIBIHSIBAHETO HAa JIETUTHUMHUTE HHTEPECH Ha KOMIIAHHUATA WJIM 3a T€3W Ha TPETO
JINIle, OCBEH B CJIydaud, B KOUTO (PyHIaMEHTAJTHHUTE YOBEIIKH IIpaBa U CBOOOIU
Ha/IJIeJIIBaT HaJl TOpeCIIOMeHAaTUTe WHTEPECH W TOBAa M3WCKBA 3all[UTa HA JIUYHHUTE
JAHHU.

e C(Cwhriiacue

[Ipu ompeneneHu 0OCTOATENICTBA, Ife CE HAJIOXKH Jla ce CI00MeM C U3PDUYHOTO BU
chIVIacHe P Jla MpeAIprueMeM JIEHHOCT, KOSITO BKJIIOUBa 00paboTBaHe Ha BAIITUTE
JINYHU JaHHU. TOoBAa 0O3HAUYaBa 4ue:

o TpsabBa ma HU majzeTe CHITIACHETO CU CBOOOJHO M3paseHo, Oe3 Hala
HaMmeca;

o TpsbBa 1a 3HaeTe ¢ KAKBO ce ChIJIacsBaTe, 3aTOBA IIle CE€ YBEPUM Ue CMe
Bu npegocraBuiin 1ocTaThuHO WHMOPMAIIHS;

o Ot Bac TpsibBa Jja ce U3HUCKa Jia ce ChIVIacsABaTe caMo C eJlHa 00paboTKa
Ha JJAaHHU B KOHKpDETEH BPEMEBHU II€PHOJI — IOPaAu Ta3u IMPUYHUHA
n3bsrBaMe Jia ,HaTpynBaMe“ rojissM OpoM chIviacusd, 3a J1a ce n30erHe
CJIy4ad, B KOUTO HE CTe HAIThJTHO CUTYPHHU C KaKBO Ce ChIJIacsiBaTe U

o TpsbBa jma mpegocTaBUTE SCHO W KOHKPETHO ChIJIacHe, KOraTo HU
JlaBaTe CBOETO ChIJIACHE — 3a Ta3H IIeJI BEPOSTHO IIe Ce U3I0JI3Ba
,KYTHHKa“ B KOATO /A ,TUK-HETe"/0TOeseKUTe BaIlleTO ChIJIACHe TI0
sICEH U HEJIBYCMUC/IEH HAUMH.

e MH3mbpjaHeHHne HAa HallluA AOroBOp

B Hakou cydaii, 1e ce Hajara jia oOpaboTBaMe BalllUTe JIUYHU JIAHHU, 34 J1a MOXKEM
Jla WSMBJIHUM JafieHu 33ab/DKEHUsA, YIIOMEeHaTH B JIOTOBOpAa HH WJIX 3a Ja
IpeAprueMeM HEOOXOIMMUTE CTHITKH, 32 O'b/IENIO MO/IIMMCBAaHE HAa JJOTOBOP.

e CwnoTBercrBHE C IIPpAaBHUTC U3UCKBAHUA

Ob6paboTBaHeTO HA JINYHUTE BU JIAHHU CHINO OM MOTJIO /1a Ob/le HeoOX0AMMO, 3a Ja
Mozke Bitekers fja ce ch00pasu ChC U /1a UBIIBJIHU OIIPE/Ie/IeHU MTPABHU 33 TbJIKEHHUS,
KaTO IIpUMeEpP 3a ToBa OM MOIJIO Ja ObJe HMCKaHe OT JaHbueH OpraH WIHOYaKBaHU
ChIEOHU CIIOPOBE.

He cmATaMe e HAKOM OT rOpPeCcIiOMeHAaTUTE JIEMHOCTH Orxa JOIPUHEC/IN 3a IOBO/, 3
chbMHeHUe oT Bama ctpana. Benpeku ToBa, Bue MMaTe IIPaBOTO J]a He Ce ChIJIACUTE C
obpaboTBaHe Ha BamuTte JIMYHYU JaHHU B KOHKPETHH CUTYaI[HH.



ITPUHITUIIN HA OBPABOTBAHE

Bneker3 06paboTBa JIMYHY JIAHHY PU II'bJIHO CIIA3BaHE HA CJIEJIHUTE TPUHIIUIIN:

3akoHocveobpasHocm,

dobpocesecmHocm
npospavHocm

u

OapaHuquue Ha yesiume

Csex0aHe Ha 0aHHUMe 00

MUHUMYM
ToyHOCM

OepaHuyeHue
CbXpaHeHuUemo

LisnocmHocm u
rosepumersiHocm

OmyemHocm

Ha

JluuHuTe MaHHU ce 0OpaboTBAaT 3aKOHOCHOOPA3HO,
JI0OPOCHBECTHO U 11O ITPO3PAavYeH HAUKMH 10 OTHOIIIEHUE
Ha cyOeKTa Ha JTAaHHHUTE.

Jluunute aHHU ce 00paboTBaT 3a KOHKPETHHU,
U3DUYHO YyKa3aHW U JIETUTUMHHU 1€l U He Cce
00paboTBaT MO-HATATHK 10 HAUHMH, HECHBMECTHM C
Te3H I1eJIH.

JIMyHUTE JAaHHU ca MOJXOJSAIU, CBbP3aHU ChC U
OTpaHUYEHH /10 HeOOXOMMOTO BbB BPb3Ka C IEJIUTE,
3a KOUTO ce 0OpaboTBarT.

JIMYHUTE aHHM ca TOYHM U HPH HEeOOXOZHUMOCT
TpsiOBa /1a ObJAT MOTbPKAHU B aKTyaJIeH BU/I.
JIMYHUTE TaHHU ce ChXPaHABAT BbB (popMa, KOATO Ja
II03BOJIsABA UJeHTUUIUPpAaHETO Ha cybekTra Ha

JIAHHUTE 32 IIEPUO/I, HE TIO-THJIBT OT HE0OXOIMMOTO 3a
LIeJTUTE, 32 KOUTO ce 00paboTBaT JIUUHUTE JIAHHU.
JlmyHuTe nMaHHM ce 00pabOTBAaT IO HAYHWH, KOHUTO
rapaHTupa TMOJXOJAINI0 HHUBO HAa CUTYPHOCT Ha
JINYHUTE JIaHHW, BKJIIOUUTEJHO 3alllUTa CPEILy
HepaspelleHo WIN He3aKOHOCh0Opa3Ho oOpaboTBaHe
U cpelly ciaydaiiHa 3aryba, yHUIOXKaBaHE WJIN
MIOBpeK/IaHe, KaTo ce MpujIaraT MOAXO/ AN
TeXHUUYeCKU WJIN OPraHUu3alluOHHU MEPKHU.

brneker3, KaTo aJAMUHUCTPATOP HA JAaHHU HOCU
OTTOBOPHOCT U TPsAOBa /1a € B CHCTOSTHHE J]a TIOKAXKe
CIIa3BaHETO Ha MPWIOKUMUS 3aKOH 3a

3alUTa HA IAHHUTE.



PETICTPU HA OBPABOTBAHUTE JIMYHU TAHHN

Biekers moaabprka HAJIMYHUETO Ha Bh3MOXKHOCT 3a OOII] IIPErjie/] Ha BCUUKH JIEHHOCTH
1mo oOpaboTBaHe B paMKHTE Ha JPY:KECTBOTO (HAIp. KaKBH KaTETOPUU JIAHHU Ce
00paboTBart, 0T KOro (KO OT/IeJIM UJIX CTOIIAHCKY €AUHHIIN) U 3aKOH OCHOBHH II€JTH Ha
obpabotBanerto (,Perucrpu 3a 0o6paboTBaHeTo®)

Perucrpure 3a 06paboTBaHETO ITOCOYBAT U3PUYHO 3aKOHHOTO OCHOBaHUeE U 11eJ1(1) Ha
obpaboTkara.

CBEK/IAHE HA IAHHUTE /10 MUHUMYM

Bieker3 06paboTBa JTUUHU JAaHHH CAMO U JOKOJIKOTO T€ Ca IMOIXO/IAIIN, CBbP3aHU ChC
¥ OTPAaHUYEHU JI0 HeOOXOJMMOTO 3a ITOCTUTAHE Ha IEJIUTE, CBbP3aHU CThProBCKaTa
eHHOCT.

Bcuuku IOMTBIHUTETHY JIMYHY TaHHU, KOUTO JIOCTUTAT /10 biiekeT3 (YMUIILIEHO WK
CJIy4aifHO) OT APYT U3TOYHHK, PA3JIMNUYEH OT cyOeKT Ha JaHHU, TPsAOBajia ce CYUTAT 3a
WHITUIEHT BbB BPB3Ka ChC 3all[UTATA Ha JINYHUTE JAHHU U 7@ ObAaT JOBEIEHU J0
3HAHUETO Ha CIIY?KUTEJIUTE 10 3aIUTa Ha JIMYHUTE TaHHU.

OI'PAHUYEHUE HA IIE/IUTE

Biexkers ob6paboTBa JWYHU JJAHHU 3a IEJIUTE, 32 KOUTO IIbPBOHAYAJHO ca OWIu
cpOpanu (IrpbpBOHAYAHA Iies). JIMUHUTE JTaHHW MoraT Jia Obzar oopaboTBaHM 3a
11eJIM, PA3/IMYHU OT ITbPBOHAYAIHATA I1eJ1 (BTOPUYHA I[€JT), CAMO aKO BTOPHUYHATA eI
€ ChbBMECTHMAa U TSACHO CBBp3aHa ¢ I'bpBOHAYAIHATA IeJI, KaKTO TS ce pa3bupa oT
CHOTBETHHSA CyOEKT Ha JIAaHHH.

Besika mpoMmsiHa B ITbpBOHAUYaTHATA IieJ1 Ha 0O0paboTBaHeTO Iie Obe OlleHsABaHA
BHUMATEJIHO U IIfe Ob/le KOHCYJITUPAaHa C OTTOBOPHHUS CIIYKHUTEJ 10 CUTYPHOCTTA Ha
JINYHUTE JIAHHU, TIPE/IU /14 Ce U3BBPIIHU [T0-HATATHITHO 00paboTBaHe.

TOYHOCT U ITOBEPUTE/IHOCT

Bcuukm simuyHm maHHu, obpaborBaHu OT bBiieker3 TpsibBa s1a ObAaT chXpaHsSBaHU
TOYHH, ITBJIHUA U B aKTyaJIeH BHUJ, KAKTO € He0OX0UMO 3a IIeJTUTEe Ha 00paboTBaHETO.
ITepconasspT Ha BiiekeT3 TpsOBa Aa ce yBepH, Ue JIMYHUTEIAaHHH, IIOJIYUYEeHHU IIPSAKO OT
cyOeKTHTe Ha JIaHHW WJIX II0 KOCBEH HAauYWH, ca IIPOBEPEHU ChC CHOTBETHATa
JIOKYMEHTAITH.

Bieker3 TpsiOBa Ja U3IOJI3BA MOAXOAAIIN TEXHHYECKH VI OPTAaHU3AIMOHHU MEPKH 3a

3allliTa Ha JIMYHUTE JaHHHU, BKJIIOUHUTE/JIHO B KOIraTO TPETH CTPpaHU CE€ 3aHHMaBaT C
O6pa6OTBaHETO Ha JIMYHU JaHHU OT UMETO Ha bnekers.

OIr'PAHNUYEHUWE HA CbXPAHEHUETO



Bneker3 3ama3Ba JINYHUTE JJAHHU B €JIEKTPOHEHBH/ CAMO 32 KOHKpeTeH cpoK (,,Cpok
Ha 3ama3BaHe”), KOUTO BbB BCEKHUC/IyUall HsMa 1a HaABUIIIABa:

e BpeMeTo, He0OXO0/IMMO 32 ITIOCTUTaHe Ha I1eJiTa Ha 00paboTBAHETO, WU

e CpOKa, HeOOXOAMM 3a CHa3BaHe Ha U3UCKBAHUATA 3a 3ala3BaHe II0
MPIJIOKUMOTO BBTPEIIHO 3aKOHOAATEICTBO, UIH

® TOBa, KOETO € MPENOPHUNUTETHO BHB BPH3KA C HPUIOKHMHUSA CTaTyT HA
OTpaHUYEHUs.

TPAHCO®EP HA JIMYHU JTAHHN

[Ipu ochiecTBsiBaHE Ha ThProBcKaTa cU JeHHOCT biiekeT3 Moxke Jja Ipe/iaBa JaHHU
Ha CBBbP3aHU JIMIA WK Ha TPETU CTPAHU CaMO CJIe/l KaTO rapaHTHpA,ye 3aluTaTa u
CUTYPHOCTTA Ha JJaHHUTE ca 00e3MeYeHH 10 OAXO I HAYHH.

[Ipu mnpenmaBaHe HAa JIMYHU JaHHU Ha Tpera crpaHa u3BbH EC/EUII Briekers
rapaHTHpa, 4e ca HaIulle 3a{b/DKUTE/IHU [IPABUJIa B ClIOpa3yMeHUe WIN APYT HUCMEH
JIOKYMEHT, KOUTO U3UCKBAT OT TpeTaTa CTPAaHa /la IPeJ0CTaBy IIOAXOAAINY rapaHiuu
3a 3aluTara Ha JUYHUTE JaHHU.

HAPYIIIEHUE HA CUTYPHOCTTA HA JINMYHUTE TAHHN

Bcuuku HapymeHus Ha CUTYpHOCTTa / 3aldTa Ha JaHHUTE TpsAOBa ga ObAaT
cHOOIIaBaHU HA CJIYKUTEJIA 10 3alllNTa Ha JJAHHUTE He3a0aBHO CIIOpe] U3NCKBAaHUATA
Ha 3aKOHa.

ITPABA HA ®PUUSNYECKN JINIIA

CwriiacHo 3akoHa 3a 3alUTa Ha JIMYHUTE JaHHU CyOeKTUTEe HA JJAHHU UMAaT CJIETHUTE
WHUBU/IyaJTHU IIPaBa BbB BPb3Ka ¢ 00pab0OTBaHETO HA JIMUHUTE UM JJAHHU:

ITPABO HA JOCTBII IIpaBoTO Ha AOCTBHI JI0 JIMYHUTE JAaHHU, 00pabOTBaHH OT
rpynara biiekeTs win oT Tpera crpaHa — oT uMeToHa biiekers.

ITPABO HA [IpaBoTo ma 6bAAT UBMEHEHU WU U3TPUTH HETOUHH HJIU
KOPUT'TPAHE HEeI'bJIHU JINYHY TaHHU.

ITPABO HA U3TPMBAHE [IIpaBoTo /1a 6b1aT OKOHYATETHO MPEMAaXHATH JINYHU JIAaHHHU.
ITPABO HA IIpaBoTo na mouckar ot biiekeT3 BpeMeHHO I OKOHYATEIIHO

OI'PAHMYABAHE HA Jla mpekpatu o0OpabOTBaHETO HAa BCHUYKH WJIH HAKOU OT
OBPABOTBAHETO JINYHUTE JaHHHU Ha CyOeKTa Ha TaHHUTE.



ITPABO HA
ITPEHOCUMOCT HA
JAHHUTE

ITPABO HA
Bb3PA’KEHUE

ABTOMATHU3MPAHO
B3EMAHE HA
PENTEHN A

[IpaBoTOo Aa mosydaT JIMYHUTE CU JJAHHU B CTPYKTYPUPAH,
IIMPOKO W3MO0JI3BaH, INPUTO/leH 3a MAalIUHHO YeTeHe U
ONEePaTUBHO CbBMecTUM ¢opMar, AaBall UM BB3MOMKHOCT
JIMYHUTE UM JIaHHU Jila OBAaT IpeloCTaBeHUM Ha JpYT
aAMHUHUCTPATOP HA JAHHU OT CaMHTe TAX WIN OT biekers.
[IpaBmio: w3MOJM3BaliTe MOAXOAAIIN  TEXHUYECKH U
OpraHM3allMOHHN MepKHU 3a 3allluTa Ha JINYHUTEe JIaHHH,
BKJIIOUUTEJTHO ¥ KOTATO TPETH CTPAaHU Ce 3aHUMaBaT C
06paboTBaHeTO HA JIMYHU IAHHU OT UMeTO Ha biekers.

[IpaBOTO Ha BB3paKEHHE CPEITY 00PAOOTBAHETO HA JINIHUTE
UM JIaHHH, Korato oOpaboTBaHETO Ce OCHOBaBa Ha
choOpakeHusi OT OOIIEeCTBeH WHTepeC WJIN JIETUTUMEH
HHTEpPEeC, WIM ce 00paboTBaT 3a IeIUTE Ha UPEKTHUSA
MapKETHHT.

ITpaBo fa He OGbAAT 0OEKT Ha pellleHre, 0OCHOBAHO €UHCTBEHO
Ha aBTOMAaTHU3WPaHO B3€MaHE€ HAa WHAWBUAYAJIHU DPEIICHUA,
BKJIFOUUTETHO PO UIMpaHe, KOETO MOpayk/ia MPaBHO
IIOCJTIEZICTBYE MJIU TU 3aCsra B 3HAUUTEJHA CTEIIEH.



PRIVACY POLICY

Blacatz Ltd (“Blacatz”) ensures and safeguards the privacy of thepersonal data it
processes with utmost care and in accordance with the highestnational, EU and
international standards.

When you interact with us, you may share personal information with us which helps
us to identify you (e.g. name, email address, address, telephone number). This is

known as “personal data”.

This Policy sets out the common privacy principles, as well as the new GDPR Standard,
which requires an even higher level of compliance from Blacatz.

This draft Policy is strictly subject to any changes that Blacatz wishes to take.

CONTACT US

Blacatz acts as “data controller” for the personal data it processes in the framework of
this Privacy Policy.

Should you have any questions about this Policy then please contact Blacatz
Compliance at support@blacatzacademy.com.

PERSONAL DATA

Blacatz may process, inter alia, one or more types of the following personal data:

e students which are being trained at Blacatz;

e online registered users of the platforms of Blacatz;

e the personal data of the complainants, persons who entered in a written
correspondence with Blacatz or deposited with documents containing their and /
or foreign personal data and of other persons who, in any case, have contacted
Blacatz in its capacity of a data controller, and

e Other information collected electronically for visitors in the Blacatz's website.

DATA THAT WE COLLECT WHEN YOU INTERACT WITH
BLACATZ SITES

We use cookies and other tracking technology which collect certain kinds of
information when you interact with our site. Please see our Cookie Notice for
information on these technologies and your rights in relation to them.

LEGAL BASIS FOR US PROCESSING YOUR DATA

There are a number of different grounds that we are lawfully able to process your
personal data under the requirements of the EU Data Protection law, as follows:
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e Legitimate interests

Blacatz may process your data where it is necessary for the purposes of the legitimate
interests pursued by Blacatz or by a third party, except where such interests are
overridden by the interests or fundamental rights or freedoms, which require
protection of personal data.

e Consent

In certain circumstances, we will seek to obtain your explicit consent before we
undertake certain processing activities with your personal data. This means that:
o you have to give us your consent freely, without us putting you under any
type of pressure
o you have to know what you are consenting to — so we'll make sure we
give you enough information
o you should only be asked to consent to one processing activity at a time
— we therefore avoid "bundling" consents together so that you don't
know exactly what you're agreeing to, and
o youneed to take positive and affirmative action in giving us your consent
— we're likely to provide a tick box for you to check so that this
requirement is met in a clear and unambiguous fashion.

e Performance of our contract

In some case, we will need to process your personal data in order to execute the
obligations under our contract or in order to undertake the necessary steps to enter
into a contract.

e Compliance with legal obligation
Processing of your personal data may also be needed for compliance with a legal
obligation to which Blacatz is subject, for example, because of a request by atax
authority or in connection with any anticipated litigation.
We do not think that any of the above activities prejudice you in any way. However,

you do have the right to object to us processing your personal data in certain
circumstances.

PRINCIPLES OF PROCESSING

Blacatz shall process Personal Data in full observance of the followingprinciples:

Lawfulness, Personal Data shall be processed lawfully, fairly and in a
fairness and transparent manner in relation to the Data Subject.
transparency

Personal Data shall be collected for specified, explicit and
Purpose limitation legitimate purposes and not further processed in a manner
that is incompatible with those purposes.



Personal Data shall be adequate, relevant and limited to what
Data minimization is necessary in relation to the purposes for which they are

processed.

Personal Data shall be accurate and, where necessary, kept up
Accuracy to date.

Personal Data shall be kept in a form, which permits
Storage limitation identification of Data Subjects for no longer than is necessary

for the purposes for which the Personal Data are processed.

Integrity and Personal Data shall be processed in a manner that ensures
confidentiality appropriate security of the Personal Data, including protection
against unauthorized or unlawful processing and against
accidental loss, destruction or damage, using appropriate
technical or organizational measures.
Blacatz, as Data Controller shall be responsible for,and be
Accountability able to demonstrate compliance with the applicable
Data Protection Law.

RECORDS OF PROCESSING

Blacatz shall maintain an overview of all Processing activities within the organisation
(e.g. what kind of data categories are being processed, by whom (which departments
or business units) and for which underlying purposes of processing (“Records for
Processing”).

The Records of Processing shall explicitly state the Lawful Basis and Purpose(s) of
Processing.

DATA MINIMIZATION

Blacatz shall Process Personal Data only if and to the extent it is adequate,relevant
and limited to what is necessary to achieving business-related purposes.

Any additional Personal Data, which reaches Blacatz (either intentional or
accidentally), from other source than Data Subject, is to be treated as a data privacy
incident and brought to the attention of the privacy officers.

PURPOSE LIMITATION

Blacatz shall Process Personal data for the purposes for which it was originally
collected (original purpose). Personal Data may be Processed for purposes different
from the original purpose (secondary purpose) only if the secondary purpose is
compatible and closely related with the original purpose, as understood by the Data
Subject concerned.

Any change in the original Purpose of Processing will be assessed carefully and will be
consulted with the responsible privacy officer, before executing any further
Processing.



ACCURACY AND CONFIDENTIALITY

All Personal Data processed by Blacatz must be kept accurate, complete andup-to-date
as is necessary for the Purpose(s) of Processing. The personnel of Blacatz shall make
sure that the Personal Data obtained directly from Data Subjectsor indirectly is verified
against relevant documentation.

Blacatz shall use appropriate technical and organizational measures tosafeguard
Personal Data, including when third parties are engaged in processing Personal Data
on Blacatz’s behalf.

STORAGE LIMITATION

Blacatz shall retain Personal Data in electronic form only for a specific period
(“Retention period”), which in any case will not be longer than:

e the time needed to accomplish the Purpose of Processing, or
e the period necessary to comply with an retention requirements under the

applicable domestic legislation, or
e as advisable in light of an applicable statute of limitations.

TRANSFERS OF PERSONAL DATA

In the exercise of its business activities, Blacatz may transfer data with thirdparties
only once it makes sure that data privacy and security is guaranteed appropriately.

When transferring Personal Data to a third party country outside the EU/EEA, Blacatz
shall ensure that binding rules, in agreement or otherwise, require to the third party
to provide adequate guarantees for the protection of Personal Data are in place.

PERSONAL DATA BREACH

All information/data breaches must be reported to the responsible privacy officer
immediately as per the applicable requirements of the law.

INDIVIDUAL RIGHTS

Under Data Protection Law Data Subjects have the following Individual rights with
respect to the processing of their personal data:

RIGHT TO ACCESS The right to access to the Personal Data processed by Blacatz
or by a third party vendor on behalf of Blacatz.



RIGHT TO
RECTIFICATION

RIGHT TO ERASURE

RIGHT TO RESTRICTION
OF PROCESSING

RIGHT TO DATA
PORTABILITY

RIGHT TO OBJECT

AUTOMATED DECISION
MAKING

The right to have inaccurate or incomplete Personal Data
amended or erased.

The right to have Personal Data permanently removed.

The right to request that Blacatz temporarily or
permanently suspends Processing all or some of Personal Data
of the Data Subject.

The right to receive their Personal Data, in a structured,
commonly used, machine readable and interoperable format,
giving them the ability for their Personal Data to be provided
to another Data Controller by themselves or the relevant
Blacatz. Rule: Use appropriate technical and organizational
measures to safeguard Personal Data, including when third
parties are engaged in processing Personal Data on Blacatz’s
behalf.

The right to object to the processing of their Personal Data
when such processing is based on a public interest or
legitimate interest grounds, or is processed for the purposes of
direct marketing.

The right not to be subject to a decision based solely on
automated individual decision-making, including profiling,
which produces a legal effect or significantly affects them.



